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Certificate Materials

 Materials needed
 Windows Server 22 Virtual Machine

e Software Tool used
°* MMNMC
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Objectives Covered

» Security+ Objectives (SY0-701)
* Objective 1.4 - Explain the importance of using appropriate
cryptographic solutions.
*Public Key
*Private Key

*Certificates
» Self-signed
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What are digital certificates?

n  Certificate X

* Digital certificates are an electronic s e
document used to prove the ownership of 2] Catimte i
a pUbIIC key This certificate is intended for the following purpose(s):

+ Allows data on disk to be enaypted
« All issuance policies

* There are many different formats
including: DER, PEM, PFX, .cer, P12,
and P7B

Issued by: Administrator

valid from 4/19/2024 to 3/26/2124

Install Certificate... Issuer Statement
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Certificates Lab Overview

. Set up VM Environment

Create a Folder and File

. Encrypt the Folder and File with EFS

. Open mmc

. Setup Software for Exporting Certificates
Export Private Key Certificate

. Export Public Key Certificate
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Set up Environments

* Log into your range
* Open the Windows Server 22 Environment
* You should be on your Windows Desktop
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Create a Folder and File

* On the desktop, right-click, hover over New, then select Folder
* Name the folder, "test"

* Open the test folder, right-click, hover over New, then select Text
Document

* Name the text document, "data"

+ [ > ot < Verify there’s a

- s - text file titled
el e data inside the
8 Documents  # test folder
i

backupadmin
Networking Files
[ This PC
P 3D Objects
I Desktop
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Encrypt the Folder and File with EFS

* Right-click the data file, select "Properties”

* Click "Advanced", then select the "Encrypt contents to
secure data" box

* Click "OK", then “Apply”
* Then click “OK again (twice)

test
Name i B )-r ) ]
[ data | Geverl Secuty Detais Previous Versions S Encryption Warning X
- . | Advanced Attributes X
X = - 1 You are encrypting a file that is in an unencrypted folder. If this
Typecifid LL_| Choose the settngs you want for this folder. d | file is modified, the editing software might store a temporary,
) & ] unenaypted, copy of the file. To ensure that files created in the

B vens NG parent folder are encrypted, encrypt the parent folder.

hg Files [-AFile is ready for archiving
Location:

|4 Allow this file to have contents indexed in addition to fie properties
Size
Sizeonds Compress or Encrypt atiributes 1
[[] Compress contents to save disk space 2 What dﬂ you want to dﬂ?

ts Created: [AEncrypt contents to secure data Details .
Modfied 1 (®) Encrypt the file and its parent folder (recommended)
Accessed Cancel () Encrypt the file only
Agtributes: [JRead-only [ ]Hidden Advanced... :h

C:
= - [ ] Always encrypt only the file III Cancel
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You should see the
Microsoft
Management
Console open

Open mmc

* Click the Start button, type mmc, and select
the icon with the red suitcase.

ﬁi Consolel - [Col

iR File Action

| Console Root

| @ =

nsole Root]

View Favorites Window Help

7 Mise

Name

There are no items to show in this view.

£ mmdq

More Actions
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Setup Software for Exporting Certificates

» With Console1 open, select File, then select Add/Remove Snap-In
» Select Certificates, then click Add, followed by Finish, and then OKk.
» Console1 should now include a "Certificates — Current User" tab

Verify the
“Certificates -
Current User”

appears

Add or Remove Snap-ins b4 E Consolel - [Console Root] - O b4
.ﬁ File Action View Favorites Window Help - & x

You can select snap-ins for this console from those avaiable on your computer and configure the selected set of snap-ins. For

extensible snap-ins, you can configure which extensions are enabled. @ = || | = | Hm

Available snap-ins: Selected snap-ins: Console Root |

Name Actions
Snap-in Vendor ~ = Consule Root Edit Extensions... .ﬂ)J Certificates - Current User —aﬂ Certificates - Current User | . Root i
- | ActiveX Control Microsoft Cor... 'ﬂ‘ﬂ Certificates - Current User Mcce Aihions N
EAum ooooo tion Manager Microsoft Cor...
& Certificates Microsoft Cor...

. Component Services  Microsoft Cor...
2 computer Managem.., Microsoft Cor...

R
ww Device Manager Microsoft Cor...
Add >
" Disk Management Microsoft and... _
E Event Viewer Microsoft Cor...
| Folder Microsoft Cor...

=[ Group Policy Object ... Microsoft Cor...
=™ P Ak P

-—
CYB=R.ORG
-— L]

THE ACADEMIC INITIATIVE OF THE CYBER INNOVATION CENTER



Export Private Key Certificate Step 1

e Click the + beside "Certificates — Current User"
e Click the + beside "Personal”
* Click the "Certificates" folder that appears

==

i Console _onscle Root\Certificates - Current User\Personal\Certificates] O
ﬁ File Action View Favorites Window Help - [
e nmolcE= | HE
i | Console Root . Issued To " Issued By || Actions
Certificates - Current o ot : Y
S Certificates - Current User =] Administrator Administre |iCertificat N

» | Personal
User /  Certificates More Actions »

Pe rSO n al = Trusted Root Certification Authorities
_| Enterprise Trust
| Intermediate Certification Authorities
| Active Directory User Object
. g > | Trusted Publishers
Certificates 5 Untrusted Certicates
_| Third-Party Root Certification Authorities
_| Trusted People
| Client Authentication lssuers
| Local NenRemovable Certificates
Smart Card Trusted Roots

Personal store contains 1 certificate.
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Export Private Key Certificate Step 2

* In the center display, right-click “Administrator”.
« Hover over the "All Tasks" option and click "Export"

[ e £* Certificate Export Wizard

H

[ T Welcome to the Certificate Export Wizard
Issued To Issued By || Actions
Administr . cwutu This wizard helps you copy certificates, certificate trust lists and certificate revocation
| 5 lists from a certificate store to your disk.
Mare Actinns

= Aﬂ Tashs -] Open A certificate, which is issued by a certification authority, is a confirmation of your identity
ties and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.
Cut Request Certificate with New Key...
ties
Copy Renew Certificate with New Key... To continue, click Next,
Delete -
Advanced Operations >
Properties
horities Export...
Help

/|

Click on Export... Verify the Certificate

Export Wizard
appears
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Export Private Key Certificate Step 3

The certification export wizard appears.
* Click "Next"

* Click "Yes, export the private key"

* Click "Next" (twice

» Create a password, and click “Next”

€ £* Certificate Export Wizard € £* Certificate Export Wizard € £* Certificate Export Wizard

Export Private Key Export File Format

Security
You can choose to export the private key with the certificate. Certificates can be exported in & variety of file formats.

To maintain security, you must protect the private key to a security prindpal or by
g You should see a

Group or user names (recommended) “ . 9
Private keys are password protected. If you want to export the private key with the Select the format you want to use: F I | e to E X O rt
certificate, you must type a password on a later page.

DER encoded binary X.509 (.CE

>
a
a

Do you want to export the private key with the certificate?

@ Yes, export the private key Base-64 encoded X, 508 (.CER Remave appear

Cryptographic Message Syntax Standard - PKCS 27 Certificates (.P7B)
(O No, do not export the private key

Indude all certificat tification path if possible

inthec

Personal Information Exchange - PKCS #12 (.PFX]
(O] al Infory chi (PFX)
B Indude all certificates in the certification path if possible

[]Delete the private key if the export is successful Password:
sesssnne

[CJExpart all extended properties ‘

[ Enable certificate privacy Confirm password:

Encryption: | TripleDES-SHA 1 v

Cancel Next Cancel

Cancel
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Export Private Key Certificate Step 4

* Click "Browse"

* Navigate to the Desktop

» Save the File as "PrivKey"

* Click "Next"
* Click "Finish"

“ Browse...

CCCCC

backupadmin

1 ¢

Privkey

Save to the
Desktop, and you
should see the
PrivKey appear on
the Desktop
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Export Public Key Certificate Step 1

* In the center display, right-click “windows"
« Hover over the "All Tasks" option and click "Export"

Copy Renew Certificate with New Key...
eeeee

Advanced Operations

Properties
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Export Public Key Certificate Step 2

The certificate export wizard appears.
* Click "Next"

* Click "No, do not export the private key"
e Click "Next" (twice)

Priwv:
can e to export
ivate keys are password protec export the
rtificate, you must type a passwi e,
you want to export the private ficate?
() Yes, expart the private ke:
(®) No, do not export the pri
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Export Public Key Certificate Step 3

* Click "Browse"

» Navigate to the Desktop

« Save the File as "PubKey"
* Click "Next"

* Click "Finish"

& SaveAs % X
4 B> This o ) <« te Export Wi
Organize v New folder ol o
A Name i Date modified Type e/t Export
# Quick access Spedify the name of the file you want to export .
B Deskiop ( test 4/18/2024 1:00 PM File | Save |t to the
5] Docume: je name: D kt d
¥ Downlo \Users\Administrator \Desktop\PubKey. cer | Browse... { e S O p y a n yo u
& Pictures 5
Sl «<— should see the
Networking Fil

PubKey appear on
8 o the Desktop

Save as type: DER Encoded Binary X.509 (*.cer)

A HideFoldes [ s ]| cancel = s
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Investigate the Certificates

 Notice, if you open the PrivKey file, an Import wizard

appears, however, if you open the PubKey file, information
about the certificate is readily available.

X n  Certificate X
£* Certificate Import Wizard General Details Certification Path
a i §} Certificate Information
Welcome to the Certificate Import Wizard
This certificate is intended for the following purpose(s):
» Allows data on disk to be enarypted
This wizard helps you copy certificates, certificate trust lists, and certificate revocation * Allissuance policies
lists from your disk to a certificate store.
A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.
; Issued to: Administrator
Store Location
(®) Current User
Issued by: Administrator
(O Local Machine
Valid from 4/19/2024 to 3/26/2124
To continue, dick Next.
Instal Certificate... | | Issuer Statement
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